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Abstract: 

Internet of Things has been a buzzword  for many years now and there has been constant research upon improving the ways of 

designing and developing models which can be used to create a smart world around us. This is only possible with ample amount 

of simulat ion tests and analysis. This paper focuses on vehicle simulations and the presents an easy technique to simulate c ar data 

and also showcases current platforms available to us and gives an idea of using them.  
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I. INTRODUCTION 

 

In the present era, the explosive growth of inexpensive 3G /4G 

smartphones and other devices demand consistent 

dependencies or interconnections among each other (wired/  

wireless). Most devices have sensors equipped that make them 

smart. A multitude of data from these sensors is used to 

predict, manage and mitigate faults in  the system. A ll the 

interconnected systems constitute to an IoT (Internet of 

Things) environment. Various organizations operate on the 

middleware of the devices and the services from and by the 

sensors also known as SaaS (Sensing as a Service). However, 

these devices have heterogeneous hardware and software 

characteristics. This increases the complexity of the system 

and makes them hard to design and manage. Thus, the use of 

simulation has gained a worldwide attention relating to the 

inception of IoT. Being able to understand and simulate IoT 

will soon become essential due to cost effectiveness and fewer 

risk factors. Th is paper focuses on the simulat ion of vehicles 

in IoT in varied scenarios. The paper starts off by discussing 

the present technologies used for the simulation and later 

provides a basic idea of building a simulation kit using OBD2 

with  CAN communication link. The latter section of the paper 

deals with an introduction to vehicle security and introduces a 

smart way to prevent and track the theft of any vehicle. 

 

II. BACKGROUND 

 

The Internet has become a home of all the information  needed 

at hand. The beginning of cloud computing takes the whole 

process into an exponential growth. Novel services can be 

built by interconnecting heterogeneous devices over a varied 

geographical area. Data sensed by the device sensors can be 

disseminated and accumulated by informat ion processing 

system. This data may be managed by context- aware data 

distribution service to be used within an API (application 

package interface). Sensors are cheap and thus their massive 

deployment has become feasible in most fields. The sensors 

communicate with each other to form a sensor network. The 

massive information generated is then passed to the cloud (or 

fog) services platform. These online arch itecture have the 

capability to  sense data coming from the mobile terminals and 

process it together to build a Sensing based service model also 

known as SaaS. The complexity of the scenario suggests the 

need for an effective simulation system tools that take into 

account different architecture that governs the communication 

between different devices, pervasive computing focusing on 

scalability and by using existing methods giving attention to 

detail. 

 

A. INTERNET OF THINGS  

 

Internet of Th ings or IoT can be broadly  defined as the 

interconnection of devices among each other and with the 

internet to upload process and provide services to the world 

thus bridging the gap between physical world and their 

representation in the information system [1]. The functionality 

of the whole system arises from the use of sensors to collect 

data from the physical world, software, and electronics to 

exchange and compute the data. Typically, IoT offers 

advanced connectivity between devices running on different 

environments, architecture, and operating systems. The 

embedded systems connected to the internet are also called 

smart objects. Another technology which points to the same 

direction is RFID. This technology uses low-cost electronic ID 

tag to differentiate between objects and identify them from a 

distance. By putting some intelligence into the tagged thing, it 

becomes a smart object [2]. IoT is the pervasive use of these 

smart objects. 

 

B. SIMULATION 

 

Simulations can be called v isualization of reality. It  is the 

abstractions of the real world which  is used to emphasize on 

parts we want to focus without having to utilize the resources 

required while applying the same in real-life. Simulations are 

of various types. A simulator is a device which uses sound, 

light, sight, motion and smell to make us experience the same 

situation [3]. Computer video games can be an example of 

low-end simulations. Simulation methods are also used to 

prove scientific theories, performing a medical research, 

designing a large scale computer network etc. 

 

C. SIMULATION IN IOT 

 

Since the whole structure of IoT is pretty big, it is viable to 

use simulations to develop the applications and testing the 

business model around the proposed applications without 

having to invest in hardware until a  mature model has been 

made. Thus, in the scenario of vehicle simulation is required 

to have a complete analysis of the data and the behavior of the 

simulated model in order to have safety precaution taken and 

the performances are optimized [4]. There are various types of 

simulations based on IoT and smart  objects . These can be 
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categorized into two parts: generic and specialized. 

Specialized simulators by IoT OSes as part of their 

development environment like Cooja, Contiki OS etc. The 

biggest advantage of these simulators is that they do not 

require a simulat ion model and the same code can be used for 

different types of the simulat ion environment. However, these 

simulators are not scalable due to the whole device getting 

simulated. On the other hand, generic simulators like ns -2, ns-

3 etc. require simulation models but they are highly scalable 

[5]. For a thorough analysis of the applications and to solve 

the what-if problems, we require a proactive approach 

(simulations on the loop) which should be able to run in real- 

time with at least average sized  models [6].  Some paradigms 

like multi-level simulation can be used in smart territories to 

create highly detailed simulat ions. Another approach would be 

to bind different simulations together, each running in its own 

domain  simulat ions (like mobility, wired /wireless communi 

cation etc.).  Other methods like multi-agent simulat ions 

which are  mostly used to simulate urban areas. Combined with 

land-use transport interaction model and cellu lar automata, 

these can be used to plan support systems. 

 

D. APPLICATION OF SIMULATED IOT FOR 

VEHICULAR S YS TEM 

 

It is straightforward to predict vehicles are a big center of 

attention of IoT applications since vehicles presently represent 

one of the largest technology expenditure/investment by any 

consumer. Vehicles are mostly complicated machines 

incorporating multiple micro-controllers communicat ion via 

onboard buses. The different applications of IoT in  vehicles 

can be: 

 Effective and safer driving methods that can prevent 

accidents and save lives. 

 It gives timely maintenance warn ings, therefore, 

makes the mechanical performance safe.  

 Maintenance and operation cost is low.  

 Prior informat ion about traffic and driver.  

 Vehicle to vehicle communication.  

 Vehicle to internet communication.  

 

III. BASIC CAR S IMULATION S ETUP 

 

One major problem of simulation today is that vehicle 

applications will have to be tested by physically connecting 

the OBD of the vehicles to test their hardware and software. 

No one wants to drive a car keeping an eye on their untested 

microcontroller. One way  to solve this problem is to develop a 

system which can simulate a car, under all conditions and 

datasets, the system should be able to act like a real vehicle . 

 

  
FIGURE 1: A SIMPLE VEHICLE SIMULATION S ETUP 

To establish communication, the system needs to send OBD2 

data in response to queries on a CAN bus. For this purpose, 

Beagle bone black (BBB) is used. The whole system can now 

emulate connection like a real vehicle. For realistic data in the 

datasets, trip data are recorded via RTR (Real Trip Runner) 

and the can be virtualized  using VTR (Virtual Trip Runner) to 

see if the obtained data from the model is same as the real 

data. A single system will be able to perform both as a trip 

recorder and a simulator.    

 

          
 

FIGURE.2. RTR DIAGRAM 

         
FIGURE.3. VTR DIAGRAM 

 

An OBD2 data provides lots of informat ion about what is 

going on inside a car but it lacks some informat ion which is 

required in a simulat ion like location, orientation etc. 
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This is solved using BBB with CAN capability using a custom 

cape. The cape, included with GPS module, accelerometer, 

magnetometer angular rate sensor etc. can convert data to 

OBD2 signal and add it  to the K-line interface. The VTR/RTR 

cape also includes a Bluetooth module which will allow 

generation of fault codes and control of the VTR from a 

smartphone and connection to a Bluetooth OBD2 interface or 

possibly a smartphone.  

 

 
 

FIGURE.4. OBD2 CONNECTED TO CAR S IMULATOR 

/RECORDER 

 

IV. DEPLOYING S ECURITY FEATURES  IN A 

VEHICLE US ING IOT 

 

For the sake of simplicity and cross-platform implementation, 

we use Raspberry Pi with Linux based OS to handle 

computation in the ch ip. Other modules include GSM and 

GPS modules, door sensor, proximity sensor, PI camera, USB 

interface, and dongle interface. The 32-bit ARM-based 

controller functions fully as a CPU core.  

      
FIGURE 5: IOT CAR TRACKING S YSTEM 

 

Device functionality programming is done in Python. The 

device init ializations are completed during Power on Reset 

and wait for the Centre Locking command to the car through 

the smartphone. The locking is handled through a GSM 

modem’s SMS communication. Upon unauthorized opening of 

the door, the door lock sensors get actuated and proximity 

sensors detect human entry/motion inside the vehicle. 

When the vehicle has been stolen/mishandled, the driver is 

notified through an app and the person can activate the 

tracking  system which  will enable the camera and start 

tracking the GPS location. The camera captures the internal 

and external images of the car and the surrounding and sends 

it to the device. This can be obtained by rotating the camera 

behind the rearview mirror of the car. The Mailing System 

populates a mail to the CIS (Centralized Image Server) mail 

ID stored in the Vehicles Interface  at the specified  periodic 

interval through the hotspot. For control, Android app 

developed in Android Studio can be installed on any Android 

device giving full functionality to the driver including buttons 

for car lock/unlock, t racking and discard (for unintentional/ 

mishandling by the owner).  

 

 
FIGURE. 6: IOT CAR TRACKING APP 

 

GPS Modem Questar G702-001UB compact all-in-one is used 

for tracking and the location (latitudes and longitudes) [7] of 

the vehicle is periodically sent to the user email ID or CIS 

mail ID from the Raspberry Pi board. The modem device is 

ported to Renesas processor to avoid overflowing with 

continuous data frames. A simulated model can automatically 

activate the whole process using its previous knowledge 

analyzed in the lab. These techniques can help bring smart 

cars into the consumer market at reasonable cost. 

 

V. CONCLUS ION & FUTURE SCOPE 

 

IoT has gained much  attention from industry and researchers 

in recent years. It  is a trend that will continue in the immediate 

future [5]. Heterogeneity and varied scale contribute to the 

complexity of IoT applications, which need a carefu l testing 

prior to any deployment which is only possible through proper 

simulation analysis. Th is paper presents a technique to 

simulate a vehicle in real-life using the OBD2 communication 

links and translating them. There are many technologies 

present which strive to improve upon this idea. One major 

player is IBM Bluemix IoT foundation which is an open 

source collection of real-time vehicle data availab le for 

simulation using a simple Node.js application. People can also 

register their vehicle using their Bluemix account and 
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contribute to the datasets present [8]. Another important 

aspect, that is security, is discussed and a small introduction of 

how it can be implemented with ease in any modern day 

vehicle has been demonstrated. Such implementation has a 

varied scope and using technologies like RFID, Bluetooth, 

GPS and the use of sensors will help boost the research in this 

area and finally, smart cars will become  commonplace in the 

days to come. 
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